EMERGING TECHNOLOGIES FOR COUNTERING
WMD PROLIFERATION IN MARITIME DOMAIN
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OUTLOOK

90% of world trade with over 50,000 merchant ships
trading internationally, transporting every kind of
cargo for over 150 fleet registered flags of the World.

In 2019, 300 marine vessels have been registered
fraudulently and sailing in the world oceans with
unauthorized flags.

Global security environment is becoming more
complex and threatened with adversary pursuit of
WMD, delivery systems, and related CBRNE
technologies.

The dual-use nature of much of the related

technology and expertise.

Rapid technology advances are increasing the
potential, variety and ease of access to WMD.
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Relative Consequence of Use

Shifting Risk of WMD Terrorism
in next 5 to 10 Years

Relative Probability of Development
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FACTS & CHALLENGES

1 Center of technological gravity is shifting

) Capability gap between commercial and military
technologies evaporates

) MSA is key to counter WMD Proliferation

) Governments struggle to keep pace
* Threats without borders
* non-state actors
* Unauthorized flags @sea

* Ocean of ever-increasing data «A staggering amount
of maritime data must be collected, analyzed, and
disseminated on an ever- quickening basis to detect
threat-related behavior in the maritime domain»
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DOD Officials Warn of Increased
Threat From Weapons of Mass

Destruction
FEB. 13, 2020 | BY TERRI MOOMN CRONK, DOD NEWS
North Korea Conducting North Korea Dismantles
Ship-to-Ship Transfers Portions of Its Nuclear Test Site
This image is of the Koti, a Panamanian-flagged North Korea invited foreign press representatives

vessel seized by South Korea in December 2017 for to witness its explosive destruction of portions of its
illicitly transferring refined petroleum to North Korean nuclear test site on 24 May 2018.
vessels. North Korea is using ship-to-ship transfers TR By -
to circumvent UN sanctions that were designed to
bring pressure on Pyongyang to give up its nuclear and [
WMD programs.




Al AND BIG DATA

( ™\
_inseiges | s DATA
| &) SCIENCE

) s
ARTIFICIAL INTELLIGENCE L MACHIE ¢ } | o,
ENABLES
A program that can sense, reason, N MINING
act, and adapt
. — _FACILITATES ___{_ DEEP
‘ LEARNING
ARTIFICIAL | BIG
INTELLIGENCE N e

] ! » Natural Language Processing
* Generative Models

MACHINE LEARNING e —— DATA

Algorithms whose performance improve

. _'PUSHES POST
et ~ FURTHER

as they are exposed to more data over time

4\/s of Big Data
DEEP 8
LEARNING ! Volume,

Subset of machine learning in .
which multilayered neural JVeloci ty,

networks learn from

vast amounts of data D Va ri ety
V4

IVeracity

UNCLASSIFIED 3/7



Al & BIG DATA PROJECTS

MARISA

IMPROVED SITUATIONAL AWARENESS

NEW DATA FUSION BASED ON DISTILLED
KNOWLEDGE WITH WIDE RANGE OF
SENSOR INTEGRATIONS FOR NAVY, COAST
GUARD, CUSTOMS AND BORDER POLICE

IBERIAN, IONIAN, AEGEAN, NORTH SEA
TRIALS COMPLETED IN NOV 2019.

MARISAPROJECT.EU

@} }
RANGER

RANGER

EARLY WARNING

TRAFFIC SURVEILLANCE AND SAR
OPERATIONS WITH VESSEL DETECTION,
RECOGNITION, AND IDENTIFICATION IN

TERMS OF BOTH TARGET SIZE AND RANGE

COMPLETED IN 2020

RANGER-PROJECT.EU
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EUCISE

EUCISE

INFORMATION SHARING ENVIRONMENT

INFORMATION SHARING ACROSS
TRANSPORT, ENVIRONMENTAL
PROTECTION, FISHERIES CONTROL,
BORDER CONTROL, GENERAL LAW
ENFORCEMENT, CUSTOMS AND DEFENSE

COMPLETED IN 2019

EUCISE2020.EU
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Al & BIG DATA PROJECTS

datACron

BIG DATA ANALYTICS FOR TIMECRITICAL
MOBILITY FORECASTING
DETECTING AND VISUALIZING THREATS,
ABNORMAL ACTIVITY, INCREASING THE
SAFETY AND EFFICIENCY OF OPERATIONS
RELATED TO VESSELS AND AIRPLANES

COMPLETED IN 2018

DATACRON -PROJECT.EU

ROYAL NAVY NELSON PROJECT US DOD DARPA SIGMA+ MATCH PROJECT
ARTIFICIAL INTELLIGENCE AND DATA MATCH
SCIENCE TO BUILD A “SHIP’S MIND”, MULTI-INFO ALERTING OF THREAT CBRNE HYPOTHESES

ENABLING BETTER DECISION MAKING.
MULTIPLE DATA SOURCES FUSIONFOR

ONGOING ADVERSARY MODELLING, PATTERN MATCHING,
AND MACHINE LEARNING TECHNIQUES TO
CTiDIGITAL.COM/OUR- DETECT AND IDENT_:_II:_IYRE\IAE)FICATIONS OF CRBNE

CLIENTS/NELSON-ROYAL-NAVY
STARTED IN FEB 2020
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Al & BIG DATA PROJECTS
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N ATO & B I G DATA :—v, OTAN SCIENCE & TECHNOLOGY ORGANIZATION w

CENTRE FOR MARITIME RESEARCH & EXPERIMENTATION  organization

FIRST BIG DATA WORKSHOP WAS HELD IN 2018 BY NATO STO CRME (SUPPORTED BY DATACRON)
https://www.cmre.nato.int /maritime-big-data-workshop-home

Big Data solutions for Maritime Intelligent Surveillance and Reconnaissance
Advanced Data Fusion and Semantic-driven Integration of Maritime Big Data
Standards and Exchange Data Models In Maritime

Reliable Early-warning for Maritime Situation Awareness

Maritime ICT and Cyber Security

Autonomous navigation, MSA and Al

Enhanced Visual Analytics for Maritime Big data

OO0 0000 D

Human factors in Maritime Big Data
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STORAGE
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